[Ipunoxenue N 1.

IMamaTka nas odyyarommxcst
00 nHGoOpMALMOHHOW 0€30I1ACHOCTH /IeTeHl

HEJIb35

1. BceM moapsim cooOmmarh CBOI YacTHYK HHpoOpManuio (HacTosmme ums, (Gamumini, TeiedoH,
ajzipec, HOMep IIKOJBI, a Takxke Gororpaduu CBOU, CBOCH CEMbU U py3ei);

2. OTKpBIBaTh BIOKEHHBIC (DailyIbl AJIEKTPOHHON MOYTHI, KOTJa HE 3HACIIb OTIIPABUTEIIS;

3. 'pyOuTh, mpuaMpaTHCS, OKa3bIBATh J1aBJICHUE - BECTU CeOs HEBEKIMBO U arpeCCUBHO;

4. He pacmopsokaiicss JIeHbraMHd TBOEH CEMbH 0€3 pas3pelIieHus CTapIiuX - BCErja ChpamuBai
poauTeneu;

5. He BcTpeuaiics ¢ UHTepHET-3HAKOMBIMU B peajbHOM KU3HU - TTOCOBETYHCS CO B3POCIBIM, KOTOPOMY
JOBEPSICIIb.

OCTOPOXHO

1. He Bce mumyt mpaBny. YUuraems o cebe HempaBay B MHTepHeTe - co00mM 00 3TOM CBOMM
poaAruTECIIAM HUJIN OIICKYHAM;

2. [IpurnamaroT NepenuchBaThCS, UTPaTh, OOMEHUBATHCS - IIPOBEPb, HET JIU MOJABOXA;

3. HezakoHnHoe konupoBaHue ¢aitinoB B IHTepHETE - BOPOBCTBO;

4. Bcerna paccka3splBail B3pocibIM 0 Mpo0OJeMax B CETH - OHU BCEI/1a IOMOTYT;

5. Hcnonb3yil HacTpoiiku 0€30MacHOCTHM W IMPUBATHOCTH, YTOOBI HE MOTEPSATh CBOM AKKAyHTHI B
COLICETSX U IPYTUX NOpPTaJIaAX.

MOKHO

1. YBaxail 1pyrux noyb30BaTeneu;

2. Ilonp3yeuibest IHTEpHET-UCTOUHUKOM - JIeJIall CChUIKY Ha HETO;

3. OTKpBIBail TOJBKO T€ CCBHUIKH, B KOTOPBIX YBEPEH;

4. OOmarbcsd 3a MOMOUIBIO B3POCIBIM - POAUTENH, OMEKYHbl M AIMHUHHUCTpAILUsi CalTOB Bcerjga
IIOMOTYT;

5. IIpoiian oOyuenue Ha caifte "CeTeBUUYOK" UM MOIYYH MAacnopT HU(POBOro rpakaaHuHa!

ITpunoxenune N 2.
NupopmanuoHHas naMATKa I 00y4ar0LIMXCH
AJIA pa3sMelleHus Ha 0pUUHMAJBHBIX HHTEPHET-pecypcax

C KaXXJIbIM I'OA0M MOJIOACKU B UHTCPHECTC CTAHOBUTCSA GOHBH_IG, a IIKOJIbHUKHNW O JHU U3 CaMbIX
AKTUBHBIX MOJb30BaTene Pynera. Mexay TeM, IOMHUMO OTPOMHOIO KOJIMYECTBA BOZMOXKHOCTEH,
HUHTCPHET HCCCT U HpO6JIeMI>I. Drta naMsaTKa JOJI’)KHA ITOMOYb T66€ 663OHaCHO HaXoOJUTHCA B CCTU.

KoMmnbroTepHbie BUPYCBHI
KomneroTepHslit BUpYC - 3TO pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOrPaMM, OTINYUTEIbHOM
0COOCHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTH K Pa3MHOKEHUI0. B TomoIHeHne K 3TOMY, BUPYCHI
MOTYT MOBPEAUTH UJIU TIOJHOCTHIO YHUUTOXHUTH BCE (Pailyibl M JaHHBIE, TOJAKOHTPOJIbHBIE
M0JIb30BATENI0, OT UMEHU KOTOPOTro OblIa 3amylieHa 3apakeHHas IporpaMma, a Takke MOBPEIUTh WIH



Jake YHUUYTOKUTH ONEPAIIMOHHYIO CUCTEMY CO BceMH ¢aiiaMu B 1iesioM. B GonbIIMHCTBE cilyyaeB
pPacHpoCTPaHsAIOTCS BUPYCHI Yepe3 HHTEPHET.
MeTobl 3alIUTHI OT BPEIOHOCHBIX MIPOTPAMM:
1. Vcnionb3yii cCOBpeMEeHHBIE OlepallMOHHbIE CUCTEMbI, UMEIOINE CEPbEe3HBI YPOBEHB 3aLUTHI OT
BPEJOHOCHBIX MPOrPaMM;
2. [locTosHHO ycTaHaBnuBai nadytu (U(GpPOBHIE 3aMJIAaTKH, KOTOPbIE aBTOMAaTHYECKH
YCTaHABIIUBAIOTCSA C LIENbIO J0PA0OTKU IPOrpaMMBbl) U Ipyrue 0OHOBJICHUS CBOSH ONEpaIliOHHON
cucrembl. CkaunBail UX TOJIBKO ¢ opUIIMANBHOTO caifTa pazpadorunka OC. Eciu cymecTByeT pexum
aBTOMATUYECKOI'0 OOHOBJICHUS, BKIIIOYH €T0;
3. Paboraii Ha cCBOEM KOMIIBIOTEPE IO/1 TPaBaMU MOJIB30BATENs, @ HE aIMUHUCTPATOpa. ITO HE
MIO3BOJIUT OOJBIINHCTBY BPEIOHOCHBIX TPOrPaMM MHCTAJUIMPOBATHCS HA TBOEM MEPCOHAIBHOM
KOMIIBIOTEPE;
4. Vicnionb3yil aHTUBUPYCHBIE MPOTPAMMHbBIE TPOAYKTHI U3BECTHBIX MPOU3BOJAUTEINEH, C
aBTOMaTHYECKHUM OOHOBJIEHHEM 0as3;
5. Orpanuub GU3UYECKUN JOCTYI K KOMIIBIOTEPY ISl HOCTOPOHHUX JIUII;
6. Mcnonb3yii BHENTHHE HOCUTENN WH(OPMALIUK, TaKUe KaK (IIemIka, TUCK Wi (ailsl U3 HHTEpPHETa,
TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;
7. He oTkpbIBaii KOMIBIOTEpHBIE (hAIbI, TOTyYEHHBIC U3 HEHACKHBIX HCTOYHUKOB. Jlaxke Te (haiisbl,
KOTOpbI€ MPUCIaN TBOW 3HAKOMBIN. JlydIlle yTOUHHU y HEro, OTIPABIISLII I OH Te0e uX.

Cern WI-FI
Wi-Fi - 310 He BuJ mepeavyn JaHHBIX, HE TEXHOJOTHsI, a BCETo JuIlb Opena, Mapka. Eme B 1991 roxy
HUZepIaHacKas Kommnanus 3apeructpupoBana opern "WECA", aro 06003Ha4ano cioBocoYeTanne
"Wireless Fidelity", koTopslii mepeBoauTcs Kak "OecpoBOIHAS TOYHOCTS".
Jlo Hamiero BpeMeHH Jomuia apyras abopeBuarypa, KOTopas sSIBISETCS TaKOH K€ TEXHOJIOTHeH. DTo
ab6peBuarypa "Wi-Fi". Takoe HazBaHue OBLIO 1aHO C HAMEKOM Ha CTaHAApPT BBICIIEH 3BYKOBOM
texuuku Hi-Fi, uTo B mepeBoe o3HavaeT "BhICOKAs TOYHOCTH'".
Jla, GecrutaTHbIM UHTEPHET-10CTYI B Kade, OTeNsIX U a3ponopTax SABISETCS OTINYHON BO3MOKHOCTHIO
BBIXO/1a B MHTEepHET. HO MHOTHE SKCIIEpTHI CUMTAIOT, 4TO o0menocTynubie Wi-Fi ceTn He SBISIOTCS
0€301MacCHbBIMH.
CoBeTbl 10 0€301aCHOCTH pabOTHI B 00IIEAOCTYMHBIX ceTsax Wi-fi:
1. He nepenagaii cBoto nuunyro uHbopmaiuio yepe3 obmenoctymnusie Wi-Fi cetu. PaboTas B HuX,
KellaTeIbHO He BBOIAUTH ITAPOIIU JOCTYIIA, IOTUHBI U KAKUE-TO HOMEpa;
2. Vcionb3yii 1 OOHOBIISH aHTUBHPYCHBIE TPOTPaMMBbI U OpaHaMayep. TeM camMbIM Thl 00€30MacHIIlb
ce0st OT 3aKauKH BHpPYyca Ha TBOE YCTPOMCTBO;
3. ITpu ucnonb3oBanuun Wi-Fi otkmoun ¢pynkiuio "OOmuii toctyn k ¢aitnam u npuntepam". JlanHas
(GYHKIUS 3aKphITa 10 YMOTYAHUIO, OJTHAKO HEKOTOPHIE IMOJIH30BATEIN aKTHBUPYIOT €€ JIJIsl y1o0cTBa
HCIOJIb30BaHUS B paboTe win yueoe;
4. He ucnonp3yit myonmuaasiii WI-FI qy1s mepenaun muaHBIX JaHHBIX, HAIPUMED JIJIST BBIXOJIA B
COLIMAJIbHBIE CETH WJIM B 3JICKTPOHHYIO MOUTY;
5. VUcnonw3yit Tonbko 3amuiieHHoe coeaqunenune yepes HTTPS, a ue HTTP, T.e. mpu Habope Be6 -
aapeca BBoau umeHHO "https://";
6. B MoOunsaOM Tenedone otkmoun Gynknuio "[logkmouenune k Wi-Fi apTromatnuecku". He
JI0ITyCKail aBTOMaTHYeCKOro MOAKII0OUEHUs ycTpoiicTBa Kk cetsM Wi-Fi 6e3 TBoero cornacus.

CounajibHble ceTH

ConuanpHble CETH aKTUBHO BXOJIST B HAIIlY )KU3Hb, MHOTHE JTIOJU PabOTaIOT U )KUBYT TaM MOCTOSHHO,
a B Facebook yxe 3apeructpupoBan MuuIHap/1 4€JI0BEK, UYTO SBJISIETCS OJHOU CEIbMOM BCEX JKUTENE 1
naaHeTel. MHOTHE TIOJIB30BaTENN HE TOHUMAIOT, YTO HH(POPMAIIHS, pa3MelleHHas UMH B COITMAIbHBIX
CeTsIX, MOKET OBITh HaliZICHa W UCITOJIb30BaHA KEM YT'OJTHO, B TOM YHCIIE HE 0053aTeIbHO ¢ OIarumMu
HaMEpEHUSIMH.
OcCHOBHBIE COBETHI 110 O€30MMaCHOCTH B COLUANIBHBIX CETSX:
1. Orpannyb cnucoK aApy3eil. Y Te0s B Apy3baxX HE JTOJDKHO ObITh CIydallHbIX U HE3HAKOMBIX JIIOICH;
2. 3ammiiai cBOIO YacTHYIO XU3Hb. He yka3piBait maposu, TenedoHbl, aapeca, 1aTy TBOCTO POKIACHUS
U APYTYIO JTUYHYIO HHPOPMAIUIO. 3MTOYMBIIIJICHHUKNA MOTYT HCIIOJIB30BAaTh J1aXke HHPOPMAIUIO O TOM,
KaK Thl ¥ TBOM POJAUTENH MUIAHUPYETE IPOBECTH KAHUKYIIBI;
3. 3amuimai CBOr0 pemyTaiuio - AEPKHU €€ B YUCTOTE U 3a/1aBail cebe BOMPOC: XOTEN ObI ThI, YTOOBI
IpyrUe MoJIb30BaTeIN BUIEIH, UTO ThI 3arpyxaemib? [Togymail, mpexae 4em 4To-To onyO0IuKOBaTh,
HaIKUCaTh U 3aTPY3HTh;



4. Ecnu ThI TOBOPHUIIB C JIIOJIBMU, KOTOPBIX HE 3HAEllb, HE UCIIOJIb3YH CBOE pPeaJIbHOE UM U APYTYIO
JUYHYI0 HH(POPMALIUU: UM, MECTO KUTEJIbCTBA, MECTO Y4eObl U Ipouee;

5. U306eraii pazmemenus: Gororpaduii B IHTEpHETE, I1e THI M300pa)kKeH HA MECTHOCTH, TI0 KOTOPOM
MO>KHO OIIPEAEIIUTH TBOE MECTOIOJIOKEHUE;

6. IIpu perucrpanuu B COLMAIBHON ceTH HEOOXOIMMO UCII0Ib30BaTh CIIOXKHbBIE IAPOJIH, COCTOSALIUE U3
OykB 1 U(p U C KOJIMYECTBOM 3HAKOB HE MEHEE §;

7. A cOLMalIbHOM CeTH, MOYThI U APYIMX CaiTOB HEOOXOJMMO UCII0JIb30BaTh pa3Hble naposu. Toraa
ecyy Te0st B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH TOJIyYaT JOCTYI TOJBKO K OJJHOMY MECTY, a HE BO BCE
cpasy.

DJIeKTPOHHbBIE 1eHbIH

DJEeKTPOHHBIE JE€HBI'M - 3TO OYEHb YJOOHBIN cr10co0 IIaTexei, 0JHaKO CYLIECTBYIOT MOLIEHHUKH,
KOTOPBIE€ XOTST MOJYYUTh 3TU ACHBTU.

DJEeKTPOHHBIE JE€HbI'M MOSBUIUCH COBCEM HEJAABHO U UMEHHO M3-3a 3TOI'0 BO MHOTUX rOCyJapcTBax 10
CHUX MOp HE IPOIMHUCAHO NP0 HUX B 3aKOHAX.

B Poccuu sxe oHM QYHKIIMOHUPYIOT U O HUX YK€ IPOIMCAHO B 3aKOHE, IJIe UX pa3eliioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE 1 HE aHOHUMHBIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pelaeTcs IpOBOAUTh onepauun 6e3 uASHTU(PUKAIIUHU T0JIb30BaTENsl, @ B HEAaHOHUMHBIX
UACHTH(HUKAIUS TOJB30BATENS SBISAETCS 0053aTEIBHOM.

Taxoxe cneayer pa3nuyaTh 3JIEKTPOHHbIE (PUATHBIE ACHBIU (PABHBI TOCYAAPCTBEHHBIM BAJIIOTaM) U
AJIEKTPOHHBIC He()UATHBIC IEHBI'U (HE PABHBI TOCYAAPCTBEHHBIM BAITIOTaM).

OcHOBHBIE COBETHI IO O€30nacHON paboTe C 3IEKTPOHHBIMU JICHbraMU:

1. [puBsixu K cueTy MOOMIBHBIN TernedoH. DTO caMblil yI0OHBIH U OBICTPBIN CIIOCOO BOCCTAHOBUTH
J0cTyn K cuery. [IpuBs3aHHbIi TenepoH NOMOXKET, eciiu 320y 1ellb CBOW MJIATEeX HbIM MapoJib WIH
3alJIelllb HA CAalT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonb3yii ogHOopa3oBsle napoiu. [locie nepexoja Ha yCHIICHHYIO aBTOpU3ALUIO TeOe yKe He
OyZeT yrpokaTtb OMacHOCTh KPaXKH MJIM IIEPEeXBaTa IIaTeKHOTO MapoJis;

3. Beibepu cnoxublit maposs. [IpectynHukam OyaeT He IPOCTO yrajaTh CJI0XHbIN naposb. HagexxHbie
MapoJiv - 3TO MapOJH, KOTOPbIE COJIepKaT HE MeHee § 3HaKOB U BKJIIOUAIOT B c€0sl CTPOYHbIE U
MPONUCHBIE OYKBBI, LU(PBI U HECKOIBKO CUMBOJIOB, TAKHE KaK 3HAK J0JuIapa, pyHTa,
BOCKJIMIATENbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JIMYHBIE JIAHHbBIE HAa CaliTax, KOTOPBIM HE JI0BEPSEIlb.

DJIEKTPOHHASA MOYTA
DneKTpoHHAas MoYTa - 3TO TEXHOJIOTHS U MPEI0CTaBIIEMbIE €10 YCIYTH M0 MEPEChUIKE U MOJTYUEHHUIO
AJIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACTIPEAETIAIOTCS B KOMIBIOTEPHOI ceTH. OOBIYHO 3JE€KTPOHH bIif
MOYTOBBIN SALIUK BBIMJISIUT CIEAYIOMIUM 00pa3oM: UM _IO0JIb30BaTeNd(@uMs_aoMmeHa. Taxxe kpome
nepesayy MpocToro TeKCTa, UMEeTCsl BO3MOXKHOCTH MepeaBaTh (aiibl.
OCHOBHBIE COBETHI 110 O€30MacHON padoTe C IJTEKTPOHHOUN OYTOM:
1. Hano BbIOpaTh mpaBUIIbHBIN MOYTOBBIN CepBHC. B MHTEpHETE €CTh OrPOMHBII BBIOOp OeCTIaTHBIX
ITIOYTOBBIX CEPBHUCOB, OJTHAKO JIy4IlI€ TOBEPATh TEM, KOIO 3HACIIb U KTO NIEPBBIN B PEUTHHTE;
2. He yxa3pIBaii B TMUHOM nouTe Tu4HYt0 HHpopmanuio. Hanpumep, myuiie BoIOpaTh
"My3bIkanbHBIA _(haHaT@" win "pok2013" BmecTo "temal3";
3. Mcnonp3yii 1BYyXATalHYO aBTOPU3ALMIO. DTO KOTAa IOMHUMO MapoJisl Hy’)KHO BBOJUTH KO,
IpuckLIaeMblid 1o SMS;
4. BoiOepu cl0XKHBINA Mapoib. [ Kax10ro mouToBOro sIuKa J0JKeH ObITh CBOM HaJIXKHBIH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;
5. Eciii ecTh BO3MOYKHOCTh HAIlUCATh CAMOMY CBOM JIMYHBIM BOIIPOC, UCIIOIB3YH 3Ty BO3MOKHOCTD;
6. Mcnionb3yil HECKOJIBKO ITOYTOBBIX SIIUKOB. [IepBbIii 11 4aCTHOM NEPENNUCKHU C apecaTaMy,
KOTOPBIM ThI 10BEPSAEIIb. DTO 3JIEKTPOHHBIN aipec HE HaJI0 UCI0JIb30BATh IIPU PETUCTPALIUM HA
dbopymax u calrax;
7. He oTkpbIBail ¢ailibl U Apyrue BIOKEHUS B MUChMaX, JaXKe €CJIM OHU MPHILLIH OT TBOUX APY3EH.
Jlyuiie yTOuHM y HUX, OTIPABIISIIN JIU OHU Te0e 3TH (ailibl;
8. Ilocne okoHuaHus pabOTHI Ha IIOYTOBOM CEPBHCE Mepe 3aKPhITUEM BKJIAJIKH C CAaliTOM He 3a0yb
Ha)xkaTh Ha "Beridtn".

Ku0epOy iMHT WM BUPTYaJbHOE U31€BaTEJIbCTBO



KubepOynnuHr - mpecienoBaHue COOOIIEHUIMH, COAEPKAIIMMU OCKOPOJICHHS, arPeCcCHIo,
3alyruBaHNe; XyJIUTaHCTBO; COIUATbHOE OOHKOTHUPOBAHUE C TOMOIIBIO PA3TUYHBIX HHTEPHET -
CEPBHCOB.

OcHOBHBIE COBETHI 10 60pHOE ¢ KNOEPOYITMHTOM:

1. He 6pocaiicsa B 60ii. JIyummuii crmoco0: mocoBETOBAThHCS KaK ce0sl BECTU U, €CJIH HET TOTO, K KOMY
MOKHO O0paTUThCA, TO BHaUaJe YCIIOKOUTHCS. ECIM Thl HAaUHENIh OTBEYaTh OCKOPOJIICHUAMH Ha
OCKOpOJIEHUS, TO TOJBKO €1le 0O0JIbIIe Pa30iKellb KOH(DIUKT;

2. Yupasisii cBoeil kubeppenyraumeii;

3. AHOHUMHOCTD B ceTH MHUMas. CyIecTBYIOT CIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
aAKKayHTOM;

4. He cTOUT BeCTH XyJIUTaHCKUN 00pa3 BUPTyanbHOU Xu3HU. UHTEpHET PUKCUPYET BCE TBOU
NEUCTBUS M COXPAHSIET UX. Y IalUTh UX OyJeT KpalHe 3aTPyIHUTEIBHO;

5. CobOuroiaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIOAY;

6. Urnopupyit enuHnyHbIi HeratuB. OTHOPa30BbIe OCKOPOUTENbHBIE COOOLICHHMS JTyUIIIe
urHopupoBaTh. OOBIUHO arpeccus MpeKpamlaeTcss Ha Ha4albHOM CTa/luu;

7. Ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIICHHSMH, B COIIMAJb HBIX CETSX €CTh
BO3MO>KHOCTh OJIOKMPOBKHU OTIPABKU COOOIIEHUM C ONPEACICHHBIX aPECOB;

8. Eciu TbI cBUzeTeNb KuOEpOyuinHra. TBou AEHCTBUS: BBICTYNIUTh IPOTUB MpeCIe0BaTEN,
[0Ka3aTh €MY, YTO €ro JIeMCTBUS OLIEHUBAIOTCS HETaTUBHO, NOAAEPKATh KEPTBY, KOTOPOU HYKHA
MICUXOJIOTHYECKAs TIOMOIIIb, COOOIIUTH B3POCIBIM O (paKTe arpeCCUBHOTO TIOBEJICHUS B CETH.

MoOuabHbIi Te1edoH
CoBpemeHHble cMapT(OHBI U IUIAHILIETHI COlepkKaT B ce0e BIIOJIHE B3POCIbIN (YHKIIMOHAN, U TENEeph
OHM MOTYT KOHKYPUPOBATh CO CTallMOHAPHBIMU KOMIIblOTepaMu. OJJHAKO, CPEICTB 3aLUThI 1JIs
[10JI00HBIX YCTPONCTB IOKa OYeHb MaJlo. TecTupoBaHHUE U MOMCK YSA3BUMOCTEH B HUX IPOUCXOJUT HE
TaK UHTEHCUBHO, Kak s [1K, To jxe camoe kacaeTrcsi U MOOMITbHBIX MPUITOKEHUN.
CoBpemeHHbIE MOOMIIbHBIE Opay3epsl yKe NPaKTUYECKH JTOTHAM HACTOJIbHBIE aHAIOTH, OJHAKO
pacmupenne (GyHKIIMOHAJA BJIEYET 32 COO0H OOIBIITYIO CIIOKHOCTh U MEHBIIYIO 3aIIUIIIEHHOCTb.
Jlaneko He Bce MPOU3BOUTENN BBIMYCKAIOT OOHOBIICHHUS, 3aKPBIBAIOINE KPUTHUECKHUE YI3BUMOCTH
JUISl CBOUX YCTPOMCTB.
OcCHOBHBIE COBETHI /1JIs1 0€30MaCHOCTH MOOMIBHOTO Tele(oHa:
Huuero He siBasieTcst nmo-HacrosinieMy OecriaTHBIM. byib ocTopokeH, BeAb Korja Tede npeiaraior
OecraTHBI KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKHE-TO IUIaTHbBIE YCIYTH;
Hymaii, npex e yem otnpaButb SMS, porto mnu Bugeo. Thl TOUHO 3HAECIIb, 1€ OHU OYAYT B
KOHEYHOM uTOore?
Heo6xoamMo 0OHOBISATH OMEPAIMOHHYIO CUCTEMY TBOETro cMapT(hoHa;
Hcnonp3yit aHTUBUPYCHBIE TPOTPaMMBbl JIs1 MOOMIIBHBIX TeIe(POHOB;
He 3arpy:xaif npunoxeHusi OT HEM3BECTHOTO UCTOYHUKA, BEIb OHU MOTYT COJIep>KaTh BPETOHOCHOE
IporpaMMHOE 00ecTeueHue;
[Tocne Toro kak Thl BBIHJENIb C caiiTa, Iie BBOAWI JIUYHYIO HH(OpMaIIKIO, 3ali/I1 B HACTPOIKH
Opaysepa u yganu cookies;
[lepunoanuecku npoBepsiii, Kakue MIaTHbIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;
JlaBaii cBOif HOMEp MOOMIIBHOTO Tene(doHa TOIBKO JIFOIIM, KOTOPBIX Thl 3HACIIb U KOMY JIOBEpSCIIb;
Bluetooth gomxeHn ObITH BBIKIIOUYEH, KOT/Ia Thl UM HE MoJb3yenibes. He 3a0bIBail MHOT1a TPOBEPSITH
3TO.

Online urpsi
CoBpeMeHHbIE OHJIAHH-UTPBI - 3TO KPACOUYHbBIE, 3aXBATHIBAIOIIUE PA3BICUYCHHUS, 00bETUHSIIOIINE COTHH
TBICSIY YEJIIOBEK M0 BceMy MUPY. IrpoKu UCCIEAYIOT JaHHBIA UM MHUP, OOLIAIOTCS JPYT C IPYTOM,
BBITIOJIHSIOT 33aHUsl, CPAXKAIOTCSI C MOHCTPAMH U TIOJIYYaIOT OIBIT. 3@ YJOBOJIbCTBUE OHH ILIATST:
MOKYMAIOT IUCK, OIJIAYMBAIOT aDOHEMEHT HJIU IPUOOPETAIOT KaKUe-TO OIIIUH.
Bce aTH cpencTBa uayT Ha moJaepiKaHUe ¥ pa3BUTHE UIPhL, @ TAKXKE HA caMy 0E30IacHOCTH:
COBEPILEHCTBYIOTCSI CHCTEMBI aBTOPU3ALINH, BBITYCKAIOTCSl HOBBIE MaT4H (IIU(PPOBBIC 3aIUTATKU IS
HpOrpaMM), 3aKPhIBAOTCS YSI3BHMOCTH CEPBEPOB.
B mo00HBIX HTpax CTOUT OMAcaThCsl HE CTOJIBKO CBOMX CONMEPHHUKOB, CKOJILKO KPasKU TBOETO MapoJis,
Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALlUH OOJIBIINHCTBA UI.
OCHOBHBIE COBETHI 110 O€30IMTACHOCTH TBOETO UTPOBOT0 aKKAYHTA:



1. Ecniu npyroit urpok BeaeT cedsl MII0X0 WIIM Co3/1aeT TeO0e HEMPUATHOCTH, 3a0JIOKUPYH €T0 B CITUCKE

UTPOKOB;

2. [Toxanyiics aIMMHUCTPATOPaM UIPhI Ha IIJI0XO€ MOBEJECHHUE ITOTO UTPOKA, JKEJIATEIbHO MPHUIOKHUTh
KakHe-TO JI0Ka3aTeIbCTBA B BUJE CKPUHOB;

3. He yxa3bIiBaii TMUHy0 HHPOPMAIUIO B PO aiiie urpol;

4. YBaxail 1pyrux y4aCTHUKOB I10 UIDE;

5. He ycTanaBnuBail HeopuIMaIbHbIE TATYU U MOJIBI;

6. Mcnonp3yii cio>kKHbIE U pa3HbIE IAPOJIN;

7. Jlaxxe BO BpeMsi UTPbl HE CTOUT OTKJIFOYaTh aHTUBHUpYC. [Ioka ThI urpaenip, TBOM KOMIIBIOTEP MOTYT

3apa3uTh.

@UIIHHT WM KPaa JUYHBIX JaHHBIX
OObIYHOM KpaXkel eHer U JOKYMEHTOB CEroJHs y»Ke HUKOTO He YJUBUIIb, HO C pPa3BUTHEM UHTEPHET -
TEXHOJIOTUH 37I0YMBIIUICHHUKHU TIEPEMECTHIINCh B MUHTEPHET, U PO ODKAIOT 3aHUMAThCS "TIOOUMBIM"
JIeJIOM.
Tak nosiBuJIach HOBasi yrpo3a: HHTEPHET-MOLIEHHUYECTBA WK (DUILIKHT, TJIaBHAs 1[€J1b KOTOPOIo
COCTOMT B MOJYyYEHUU KOH(PUACHIUAIbHBIX JaHHBIX [10JIb30BaTeNel - JOTMHOB U naposeil. Ha
AHIJIMKCKOM si3bIKe phishing yntaercs kak ¢puiunr (ot fishing - peiOHas noBis, password - apoib).
OcHOBHBIE COBETHI 110 OOpbOE ¢ HUITUHTOM:
1. Cnenu 3a cBoMM akkayHTOM. Eciiu Thl o/103peBaeliib, UTO TBOSI aHKETa Obljia B3JIOMaHa, TO
He00X0IMMO 3a0JI0KUPOBATH €€ U COOOIUTh aAMUHUCTPATOPaM pecypca 00 3TOM Kak MOXKHO CKOpEe;
2. Ucnonw3yit 6e3o0macHbie BeO-CalThl, B TOM YKCIIe, MHTEPHET-Mara3uHOB U MOUCKOBBIX CUCTEM;
3. Ucnonb3yii cioXxHBIE U pa3Hble Napoiau. Takum oOpa3oM, eciu Teds B3JIOMAIOT, TO
3JIOYMBIIIJICHHUKH TIOJy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPO(MUITIO B CETH, a HE KO BCEM;
4. Ecnu Te0s B310Manu, TO HEOOXOAMMO IPEIyIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOpbIE JOOABIEHBI Y
TeOs B IPY3bsX, O TOM, YTO T€Os B3JIIOMAIH M, BO3MOXHO, OT TBOEI0 UMEHH OYIET pacChlIaThCs CliamM
Y CCBUJIKU Ha (PUIIMHTOBBIE CalTHI;
5. YcranoBu HanexHbii napoib (PIN) Ha MoOMIbHBIN TenedoH;
6. OTKJIIOYM cOXpaHEHUe Mapoist B Opaysepe;
7. He oTkpbIiBaii pailsibl U Apyrue BIOKEHUS B MUCbMaX, JaKe €CJIM OHU MPUILIA OT TBOUX JPY3€H.
Jlyuiie yTOYHHM y HUX, OTIPABIISIIN JIU OHU TeOe 3T (ailiibl.

Hudposas penyrauus
[udposas penyraius - 3T0 HeraTUBHAsI UJIM MO3UTUBHASI HHGOpPMAIUS B CETH O Tebe.
Komnpomerupytromas uHpopmalus, pa3MelieHHass B MHTEpHETE, MOXKET Cephe3HbIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHOM ku3HU. "Llndposas penyrauus" - 3To TBOM UMUK, KOTOPBIN
bopmupyetcs u3 nHpopmaluu o Tebe B HHTEPHETE.
TBoO€ MecTO KUTENbCTBA, YueObl, TBOE (PMHAHCOBOE TMOJIOKEHHE, OCOOCHHOCTH XapaKTepa U paccKasbl
0 OJIM3KHUX - BCE 9TO HAKAIUIMBAETCS B CETH.
MHorue noapocTKy JErKOMBICIEHHO OTHOCATCS K MyOJIMKauuy Tu4HON nHpopmanuu B MHTEepHETE, HE
MOHMMasi BO3MOKHBIX TOCIeACTBUM. ThI Jaxe HE CMOXKEIb J0TaaThCs 0 TOM, 4TO Gororpadus,
pa3MellieHHas 5 JeT Ha3aj, cTajla IPUYMHON OTKa3a MpUHATH TeOs Ha padory.
KommenTapuu, pazmerienre TBoux Gororpaduii u Apyrue AeCTBUs MOTYT HE UCUE3HYTh Jaxe MOcIe
TOTO, KaK Thl MX yAQJIUIIb. Thl HE 3HACIIb, KTO COXPAHWII 3Ty HH(POPMALIHIO, TI0Maia U OHA B
MOMCKOBBIE CUCTEMBI U COXPAHMJIACh JIM OHA, a TJIaBHOE: YTO MOAYMAIOT O Te0e OKpYXKaloIIHe JIF0IH,
KOTOpblE€ HAWAYT M YBUAAT 3T0. HaliTu nHpOpMa1nio MHOTO JIET CIYCTsI CMOKET JI000i1 - Kak U3
I0OPBIX MOOYXKACHUN, TaK U C HAMEPEHUEM MPUUYUHUTE Bpea. DTO MOXKET ObITh KTO YTOIHO.
OcCHOBHBIE COBETHI 10 3aIIUTE HUPPOBON penyTaIuu:
1. [loxymaii, mpexae yeM 4To-To IMyOJIMKOBATh U MepenaBarh y ceds B OJ0re WM B COIUAIIBLHOM CETH;
2. B HacTpoiikax npodwisi ycTaHOBH OTpaHUYCHHS HA MPOCMOTP TBOETO MPOMHIISI ¥ €r0
COJIEPKUMOTO, CAENal ero ToNbKo "nis apy3ei”;
3. He pa3meniaii u He yka3biBail HHGOPMAIIUIO, KOTOPAs MOKET KOT'0-TH00 OCKOPOIATh MJIM OOMKATh.

ABTOpPCKOE NpPaBo
CoBpeMeHHbIE IKOJIbHUKY - aKTUBHBIE TIOJIb30BATEIN U(PPOBOTO MpocTpancTBa. OQHAKO aJIeKO He
BCE€ 3HAIOT, YTO MOJb30BaHUE MHOTUMHU BO3MOKHOCTAMHU LIUGPOBOro Mupa TpedyeT coOII0IeHUs TPaB
HA MHTEJUICKTYaJIbHYI0 COOCTBEHHOCTbD.



TepMuH "HHTEIEKTYalbHAsI COOCTBEHHOCTD" OTHOCUTCS K Pa3TUYHBIM TBOPECHHSIM YEJIOBEUECKOTO
yMa, HauuHasi ¢ HOBBIX M300pPETeHHI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha PO AYKTHI U
YCIIYTH, U 3aKaH4YUBas KHUTaMu, (poTorpadusiMu, KHHOPHUIbBMaMU U MYy3bIKaJIbHBIMU TPOU3BEICHUSIMHU.
ABTOpCKHE IIpaBa - 3TO NpaBa Ha UHTEJIJIEKTYaJbHYI0 COOCTBEHHOCTh HA MPOU3BEACHUS HAYKU,
JUTEPaTyphbl U UCKYCCTBA. ABTOPCKHE IIpaBa BBHICTYNAIOT B KAYECTBE rapaHTHU TOTO, YTO
MHTEJJICKTYaJIbHBII/TBOPUYECKUN TPY aBTOpa He Oy/AeT HAallPacHbBIM, 1aCT €My CIIpaBE/JINBbIC
BO3MO>KHOCTH 3apa00TaTh Ha pe3yibTaTaX CBOETO TPY/a, HOJYYUTh U3BECTHOCTH U Mpu3Hanue. HUKTo
0e3 pa3pelieHus: aBTopa He MOKET BOCTIPOU3BOAUTH €r0 MIPOU3BEICHHE, PACIIPOCTPAHSIT b, TyOIUIHO
JI€MOHCTPUPOBATH, IPOIaBaTh, UMIIOPTHUPOBATH, IIyCKaTh B MMPOKAT, MyOJIUYHO UCIIOJIHATD,
MOKA3bIBAaTh/UCIIONHATE B 3(upe uiu pa3memars B IHTepHeTe.

Hcnonb3zoBanue "mupaTckoro” mporpaMMHOr0 00ecrneyeHus MOXKET IPUBECTH K MHOTUM PUCKaM: OT
MOTEPH JIAHHBIX K TBOUM aKKayHTaM JI0 OJIOKHPOBKHU TBOETO YCTPOUCTBA, T/I€ YCTAaHOBJICHA
HeJeranbHas nporpamma. He ctouTt takxke 3a0bIBaTh, YTO CYLIECTBYIOT JieTalbHbIe U OeCIlIaTHbBIE
IIPOIPaMMBI, KOTOPBIE MOKHO HAalUTH B CETH.

O nmopraJie
CereBU4OK.p( - TBOI IrIaBHBIN COBETYUK B CETH. 3/1€Ch Thl MOXKEIIb y3HATH O O€30MacCHOCTH B CETU
IMOHATHBIM U OOCTYIIHBIM S3BIKOM, a ITPH BOSHUKHOBCHUU KpHTH‘IGCKOfI CUuTyanuu 06paTI/ITI)C$I 3a
COBETOM. A Tak)Ke MPHUHATh y4acTHEe B KOHKYpCax U CTaTh CaMbIM IIU(POBBIM I'paykJaHUHOM !



